
1	 Management Ethics	 Fall/Winter 2010

management 
ethics

fall/winter 2010

In this issue

Editorial

Why Privacy Matters

Privacy by Design: Achieving 

Consumer Trust and Freedom 

in the Information Age

Hiring in a  

Social Media Age

Privacy Law:  

Questions and Answers

Business Ethics Scholarship



Personal information is highly accessible online and through 
information systems in organizations. Some businesses take  
advantage of that accessibility by using such information to  
data-mine, recruit and select employees, inform product  
development choices, and determine marketing strategies, 
among other things. Anyone whose personal information is 
viewed, stored, used or disclosed would likely be concerned 
about the implications of that accessibility and unfettered use.

T
o some extent, legal requirements discipline 

the collection and use of personal informa-

tion but not to the degree that some might 

believe and not in a consistent manner across 

jurisdictions. It is for this reason that we decided to 

explore how ethics can fill the gap between what the 

law requires and what is good corporate behaviour, or 

at least provide a different perspective to inform sound 

business practices. We were fortunate enough to have 

Ontario’s Information and Privacy Commissioner, Dr. 

Ann Cavoukian, Dr. Avner Levin of Ryerson University, 

Dr. Chris MacDonald, a Visiting Scholar at the University 

of Toronto, and Christine Lonsdale, a Partner at McCa-

rthy Tetrault LLP agree to provide us with their thoughts 

on different aspects of the topic. 

My personal thoughts on the issue are admittedly sim-

plistic. I want people to trust me so I try not to repeat 

any information given to me that does not seem directly 

related to a person’s business activities and profes-

sional pursuits. That means I try not to repeat personal 

information such as family status, religious beliefs, 

political views, personal relationships, health concerns, 

etc., unless someone specifically tells me to repeat what 

they have said. When I think of the collection and use 

of personal information by businesses, I believe that the 

approach should be the same. Yet, it is not. The reality is 

that businesses use personal information in ways that 

may not be disclosed to or understood by the origina-

tors of the information. Some of the arguments made to 

support such use include: 1) those who make personal 

information available on the internet or to businesses 

should have a lowered expectation of privacy for any 

purpose, 2) personal information used for product de-

velopment ultimately benefits the individuals whose in-

formation is used, by way of improved product choices 

(i.e. benefits outweigh costs), and 3) it is not wrong if it 

is not against the law.

 

Numbers one and two are interesting arguments and do 

call my simplistic approach into question, particularly 

where no one objects and where discernible benefits are 

felt after such use. But, there is no guarantee that a busi-

ness will know of all objections to its business strategy 

right away. And, objections voiced later will most likely 

be accompanied by higher costs associated with damage 

control. Number three, on the other hand, brings to the 

fore the age old debate of what is and what ought to be 

(i.e. positive versus normative ethics) and uses the law as a 

guide. That is somewhat perplexing. As a lawyer and edu-

cator, I have always been careful to point out to clients 

and students that the law tells us what we must do and 

nothing more. Whether the law and ethics intersect, or 

one concept subsumes the other, or one provides a lower 

or higher standard than the other is not very instructive. 

The bottom line is that to avoid reputational risk, loss 

of customers, and loss of investors due to poor ethical 

decision-making, good decision-makers must ask: After 

complying with the law, what else should we do, if any-

thing? It is our hope that the articles in this issue, which 

contain thoughtful analysis and practical strategies, will 

assist our readership in answering that question. 

editorial

Ethics and Privacy in Information Systems 
by Sheerin Kalia
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There’s a lot to know about privacy – how to protect it, when to give 
it up, what its ethical limits are. But perhaps the greatest challenge 
facing businesses with regard to privacy is to understand what  
privacy really is, and why it matters. That may sound obvious, but 
it’s not. Some of the biggest companies on the planet have stumbled 
over a fundamental inability to understand those two key issues. 

Why Privacy Matters 
by chris macdonald, ph.D. 

visiting scholar, clarkson centre for business ethics and  

board effectiveness and author of businessethicsblog.com
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What is Privacy?

Privacy, at its most basic, is about having a sphere of per-

sonal control from which others can be excluded at will. 

It refers not just to information, though that is certainly 

a key component of privacy. Privacy is also about freedom 

of action, action that is not hindered by the prying eyes of 

neighbours, governments, or corporations. The more such 

freedom we have, the more privacy we have. Another way 

of stating it: according to legal scholar Lawrence Lessig,1 

privacy is best understood as an ideal that stands in con-

trast to the ideas of monitoring and searching. Roughly 

speaking, the less one’s life is monitored, and the less one 

is subject to being searched, the more privacy one has.

Why Does it Matter?

Privacy matters to us for three main reasons. One reason 

is that knowledge is power. If people have just the right 

knowledge about us, they can use it to harm us or to 

manipulate us or sometimes just to embarrass us. That 

is, one reason privacy matters to us is that control of in-

formation has consequences that matter to us. A second 

reason isn’t about consequences, but rather about human 

dignity. Respect for human dignity means allowing 

persons a realm of private thought and action that is not 

subject to control or scrutiny by others. And a third and 

easily-overlooked reason we value privacy has to do with 

relationships. Philosopher James Rachels put forward 

the influential view that privacy is crucial to the way 

we define our relationships with other individuals and 

institutions.2 To be intimate with someone – whether 

we’re talking about romantic intimacy or the intimacy 

of friendship or the intimate trust between patient and 

physician – is to entrust them with information not 

shared with the world at large. Privacy is the means by 

which we signal the significance of our personal and 

professional relationships.

Misunderstanding Privacy

It is crucial for businesses to understand the significance 

of privacy – not just its legal significance, but the moral 

significance that underpins legislated protections for 

privacy and the values that might prove instructive 

where legislation is silent. A failure to truly understand 

privacy can easily corrode trust. For example, Facebook 

CEO, Mark Zuckerberg, argues for universal openness. 

He claimed, and I believe wrongly, that trying to keep 

certain information private constitutes a moral failing. 

“Having two identities for yourself,” he said in an inter-

view, “is an example of a lack of integrity.”3 In my view, 

this statement reflects a fundamental misunderstanding 

of one of the three crucial reasons why privacy matters, 

namely that revealing more or different information to 

some people than you do to others is a fundamental part 

of how we define, develop and maintain our most impor-

tant relationships. The result of this view has been addi-

tional media scrutiny, along with calls from some privacy 

experts for consumers to avoid Facebook altogether.

A Final Thought

When companies are considering their commitment to 

proactively safeguarding the privacy of their customers 

and clients, it may be instructive for them to consider the 

role that the privacy of corporate information plays in 

their own daily operations. For example, a case currently 

before the U.S. Supreme Court (Federal Communications 

Commission v. AT&T Inc., No. 09-1279) will consider, at a very 

fundamental level, whether corporations are the kinds 

of entities that can have a right to personal privacy of 

the type that is commonly attributed to individuals. The 

Court will have to consider just how much weight to attri-

bute to such privacy, and how much protection it should 

be afforded. Of course, when a company asserts its own 

privacy rights, it is in at least some cases thereby protect-

ing the privacy of its clients, along with the rights of its 

shareholders. But the key point here is that when compa-

nies think about the value of privacy, they would do well 

to consider how much privacy also matters to them. 

“revealing more or different 
information to some people 
than you do to others is a 
fundamental part of how  
we define, develop and  
maintain our most important 
relationships.”

chris macdonald, ph.D. 

visiting scholar, clarkson 

centre for business ethics 

and board effectiveness 

and author of  

businessethicsblog.com
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Privacy by Design:  
Achieving Consumer 
Trust and Freedom in 
the Information Age
By ann cavoukian, Ph.D 

Information and Privacy Commissioner of Ontario

T
oday, all organizations face complex, growing 

information management challenges in an era 

of unlimited data creation, use, storage, and 

disclosure. Not only has personally identifi-

able information become more voluminous, granular and 

ubiquitous, it is also accessible by more and more entities, 

for more and more purposes, across ever-expanding (and 

increasingly complex) networks. As soon as data is linked 

to an individual, thereby identifying him or her, many 

ethical, legal and economic privacy considerations arise. 

Privacy is essential for a free and democratic society and, 

it is also good for business. Respecting privacy brings disci-

pline and accountability to an organization’s information 

management practices, and promotes enduring customer 

confidence and trust. 

The Information and Privacy Commissioner of Ontario 

(IPC) has written extensively about the privacy challenges 

emerging from the many effects of information and 

communication technologies (ICTs) that are transforming 

modern organizations.1 In today’s hyper-connected world, 

the typical enterprise operation has become considerably 

more data-intensive, and transformed into a knowledge-

based service provider.

In our 2006 paper, Privacy and the Open Networked Enterprise, 

we examined the impacts of ICTs on enterprises and espe-

cially upon their management of personal information, 

and predicted five major informational privacy challenges 

for the next generation:

1.	outsourcing of data to other organizations

2.	internal threats to data holdings

3.	individual participation in managing one’s own	

personal data

4.	indiscriminate collection from external sources, 

lacking in accountability

5.	deploying new technologies without building in 

privacy 

An additional challenge is the need for organizations to 

comply with a patchwork of legal, regulatory and contrac-

tual privacy requirements across multiple jurisdictions. 

These requirements are also subject to change. There is 

growing pressure around the world to pass new statutes 

and regulations to hold firms more accountable for their 

(personal) information management practices, and for any 

negative effects they may have on individuals. Current data 

security and marketing practices are under scrutiny in 

numerous jurisdictions.

These are indeed big challenges, which will require holistic, 

comprehensive, integrative solutions.



Challenging Privacy Solutions

The solutions required will be equally challenging be-

cause they will be highly complex and interdisciplinary 

in nature. They may also vary from one jurisdiction to 

another, and from one context to another. 

Legislation and regulatory oversight should certainly form 

part of the solution but is not a panacea. Statutes establish 

general frameworks and priorities but are typically reac-

tive in nature, rarely offering specific or detailed guid-

ance, with oversight agencies mandated to interpret them, 

ill-equipped to provide early guidance or approval of new 

information technologies, systems or projects. The result 

is usually after-the-fact oversight, where harms must first 

occur, be detected, and then reported before the require-

ments of law are invoked, and corrective measures applied.

We want people to enjoy the benefits of innovation — new 

conveniences and efficiencies — while also preserving 

informational control and freedom of choice. Always a 

social value and norm, privacy has nonetheless evolved 

beyond a legal compliance requirement to be recognized 

as a market imperative and a critical enabler of trust and 

freedoms in our information society. 

There is a growing understanding that innovation and 

competitiveness must be approached from a “design-think-

ing” perspective — namely, a way of viewing the world and 

overcoming constraints that is at once holistic, interdisci-

plinary, integrative, creative, innovative, and inspiring. 

Privacy, too, must be approached from the same design-

thinking perspective. Privacy must be incorporated into 

networked data systems and technologies, by default. 

Privacy must become integral to organizational priorities, 

project objectives, design processes, and planning opera-

tions embedded into every standard, protocol, or process 

that touches consumers’ lives. The IPC seeks to make this 

vision possible by establishing a universal framework for 

the strongest protection of privacy in the modern era.

In brief, the scale and complexity of current information 

systems, networks and practices require a new and updat-

ed set of universal privacy design and practice principles 

that are at once robust, comprehensive, and capable of as-

suring privacy and trust amidst the new global realities.

As suggested above, these global realities include a 

networked world with invisible borders and opaque 

jurisdictions, wherein (personal) data is constantly mov-

ing around the clock. Everything has become instantly 

searchable, retrievable, and usable. A million new partici-

pants and devices join the online dialogue every day. We 

need a set of organizing principles to engineer privacy 

into the Internet 2.0 of social networking and interactive 

media, cloud computing, ubiquitous surveillance, and 

personalized, predictive data-mining.

While some naysayers and doomsayers say “Privacy is 

dead”, we know that is not the case, but an overhaul is 

needed to the 30-year old principles of fair information 

practices2 (“FIPs”) in order to keep step with the require-

ments of the modern Information Age.

The Privacy by Design Challenge

Our Privacy by Design (“PbD”) approach emerged in the 

mid-1990s, in response to the design of large-scale 

information systems. PbD represents an extension of 

the Privacy Enhancing Technologies (“PETs”) concept. 

Both are principles-based approach to building privacy 

into information systems, but PbD goes beyond specific 

technologies and includes accountable business practices 

and operations, physical architectures and networked 

information ecosystems.3

While classical PETs should not serve to impair system 

functionality, PbD goes beyond this to accommodate 

legitimate business objectives and functions of the infor-

mation system–seeking to minimize any privacy-invasive 

risks or impacts, from the outset.4 Taking a distinctively 

positive-sum, as opposed to a zero-sum approach, PbD 

promotes a doubly–enabling, win-win approach to pri-

vacy and (not versus) other functionalities.

The Privacy by Design approach is built upon seven  

Foundational Principles:

1.	 Proactive not Reactive; Preventative not Remedial

2.	Privacy as the Default

3.	Privacy Embedded into Design

4.	Full Functionality – Positive-Sum, not Zero-Sum

5.	End-to-End Lifecycle Protection

6.	Visibility and Transparency

7.	Respect for User Privacy 

A full description and discussion of these principles may 

be found in IPC publications available at  

www.privacybydesign.ca and www.ipc.on.ca

Privacy by Design and the  

Fair Information Practices

The universal privacy principles contained in Fair Infor-

mation Practices are affirmed by those of Privacy by Design, 

but are extended to create a higher global standard. PbD 

represents a significant “raising” of the privacy “bar.”

In particular, the following three PbD Foundational Prin-

ciples go farther than traditional FIPs:

Proactive not Reactive; Preventative not Remedial/

Privacy as the Default – This involves demonstrating a 

clear commitment, at the highest levels, to proactively set 

and enforce high standards of privacy – generally higher 
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than the standards set out by global privacy laws and 

regulation. This can be achieved many ways, but typically 

by starting at the top with a clear commitment from the 

leaders or Executive. See, for example, the IPC’s “Privacy 

and Boards of Directors” paper.5

Privacy Embedded into Design – This involves putting 

in place a systemic program or methodology to ensure 

that privacy is thoroughly 

integrated into operations. 

It should be standards-based 

and amenable to review, 

validation, and incremental 

improvements. All privacy 

threats and risks should be 

identified and mitigated to 

the fullest extent possible, in 

a documented action plan. 

See, for example, the IPC’s 

2009 “Accountability” paper.6

Full Functionality – Positive-Sum not Zero-Sum – All legit-

imate business interests and objectives are identified early, 

desired functions are articulated, agreed metrics applied, and 

unnecessary trade-offs rejected in favour of achieving multi-

functional solutions. The technology, process or infrastruc-

ture must deliver measurable positive-sum privacy results 

– PbD is doubly-enabling in nature, permitting full function-

ality – real, practical results and strong privacy protection 

– with beneficial outcomes to be achieved for multiple parties 

or stakeholders. When the privacy solution turns a privacy-in-

vasive technology into a privacy-respecting one, such as video 

surveillance or biometrics, with no loss of functionality, then 

we call that a transformative technology.7 Positive-sum results 

should be made public in order to become best practices.

The Privacy by Design approach is now being recognized 

around the world, not only by leading business organiza-

tions but, notably, by public policymakers and legislators:

In a March 2010 Opinion issued on the eve of a major Eu-

ropean undertaking to review and revise European Data 

Protection Laws, the European Data Protection Supervisor 

(EDPS), Mr. Peter Hustinx, observed:

“Trust, or rather its absence, has been identified as a core issue 

in the emergence and successful deployment of information 

and communications technologies. If people do not trust ICT, 

these technologies are likely to fail.8 … Such trust will only be 

secured if ICTs are reliable, secure, under individuals’ control 

and if the protection of their personal data and privacy is 

guaranteed. To significantly minimise the risks and to secure 

users’ willingness to rely on ICTs, it is crucial to integrate, at 

a practical level, data protection and privacy from the very 

inception of new ICTs. This need for a “Privacy by Design” 

approach should be reflected in the EU data protection legal 

framework at different levels of laws and policy making”.9

Mr. Hustinx’s call for a more comprehensive, proactive 

approach to privacy is being echoed by Data Protection 

authorities around the world, and with good reason. In 

2001, marketing guru Bruce Kasanoff wrote presciently: 

“One thing is certain: Technological advances will force 

changes in the laws around the globe that protect indi-

vidual privacy. If you wait for these changes to become 

obvious, you will forfeit a power-

ful competitive advantage. 

People trust leaders, not follow-

ers. Once legislation creates new 

standards for appropriate behav-

iour, the public will be drawn 

to companies that can claim to 

have followed such standards 

before they were mandatory.” 10

Conclusion

“Privacy is good for business” is a mantra of the Infor-

mation and Privacy Commissioner of Ontario that has, 

within 15 years, become a legal, market and functional 

requirement, not only for businesses but for ALL orga-

nizations – public, private and non-profit – that handle 

personal information. The proposition is straightforward: 

build privacy into your data management systems from 

the outset and reap the many rewards of enhanced trust 

and consumer confidence. The new realities and chal-

lenges of the Information Age require more robust fair 

information practices to be applied to a wide range of 

application scenarios, in multiple jurisdictions around 

the world. Privacy by Design, as reflected in the seven 

Foundational Principles, responds directly to this need.

“The Privacy by Design approach 
is now being recognized 
around the world, not only by 
leading business organizations 
but, notably, by public policy-
makers and legislators”
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Hiring Practices 

Organizations display a wide range of hiring practices 

and policies regarding online information. One of the 

most common practices is the unauthorized use of such 

information in order to formulate a decision or an opin-

ion about a candidate. In its simplest form this amounts 

to googling a person, not by authorized human resources 

personnel but by someone such as a future immediate 

manager. In more sophisticated forms these unauthor-

ized individuals embark on “fishing” expeditions on 

popular social media such as Facebook, taking advantage 

of unrestricted profiles or working through ‘friends’ of 

‘friends’. Not all information about a candidate originates 

with the candidate, and organizations often discover such 

information on the social media platforms of others. The 

source of the information has ethical implications that 

are important to this discussion.

As use of online information increases so does the incor-

poration of this practice into formal organizational pol-

icy. Online sources may be accessed by human resources 

personnel, or by another party who has been contracted 

to provide such information. One popular example is 

Spokeo, an online business that aggregates information 

from a variety of online sources, including online social 

networks, and that offers subscriptions to its database.2 

In an attempt to control the use of on-line media, firms 

may implement a practice that requires the candidate to be 

informed if on-line information is used in the hiring prac-

tice. This does not guarantee, however, that the practice is 

followed. Additionally, some organizations have taken the 

position that not disclosing such investigations is impor-

tant to ensure that the information collected is authentic, 

and that hiring for certain sensitive positions, such as law 

enforcement positions, would be compromised otherwise.

Finally, it should be noted, that although they are a 

shrinking minority, there are organizations that have 

taken the position that they already have a hiring process 

that works for them and produces desirable candidates, 

and that in light of the success of their existing process 

they see no need to take online information into consider-

ation as part of their hiring decisions.

Ethical Implications and Considerations

Several other facts must be taken into consideration 

in light of the range of approaches to the use of online 

information. Individuals are comfortable posting large 

amounts of personal information online, but they gener-

ally do so while differentiating between destinations for 

this information. Individuals expect that information 

will not be shared between these destinations. This expec-

tation is known as “network privacy”.3 Organizations, by 

and large, refuse to accept such network privacy concerns 

as valid, and adhere to the traditional approach by which 

personal information that is to be kept private must not 

be disclosed in the first place.4

The ethical question, therefore, is clear: should organiza-

tions use information that was not provided online with the 

intention of use by them? In light of current practice this 

may be a moot question, but it remains a question worth 

asking. Would organizations use information in the hiring 

process that would result in illegal discrimination? For ex-

ample, is and, more importantly, should information about 

a candidate’s race, national or ethnic origin, sexual prefer-

ence or religion be used? How does this compare with the 

use of other information not intended to be received as part 

of an application for employment? There does not appear 

to be an easy answer to this question, but it is a pity that 

organizations are at least not considering its implications as 

they develop information gathering policies and practices.

Hiring in a Social Media Age
by Avner Levin, SJD 

Chair, Law & Business Department, Ted Rogers School of Management, Ryerson University

The number of organizations that rely on the information they 
collect through Google, Facebook and Spokeo is continuously on 
the rise.1 Are current practices, of using online information for  
hiring decisions, ethical? May they be conducted ethically under 
certain conditions? This article will look at some common  
practices in order to address these questions.
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Organizations that use online information about can-

didates face additional ethical questions. Is it ethical to 

collect such information outside of the regular hiring 

process in for example, the performance evaluation 

process? Is it ethical not to disclose such collection either 

before or after it has occurred? And is it ethical to base 

hiring decisions on information that is derived from 

sources when you have no way of knowing whether or not 

they have biases against the candidate?

The answers to some of these questions appear easy 

enough. First, there does not seem to be either an ethical 

way or justification, for collecting, and then acting upon, 

information outside of an organization’s defined hir-

ing process. Unauthorized googling, for example, while 

perhaps irresistible, is unethical. Needless to say, more 

thorough unauthorized investigations into information 

online are all the more unethical and should not be 

condoned. Organizations that strive to operate ethically 

should, prior to any discussion on the merits of using 

online information, therefore prohibit such unauthorized 

practices and enforce them internally.

Second, except for a few, ultra-sensitive, positions, there 

appears to be no good reason not to disclose to a candi-

date that the hiring process will involve collection of 

online information. Organizations routinely disclose to 

candidates the extent and nature of other information 

that will be collected about them, through such means 

as background checks. They might easily include online 

sources in such a list – and indeed some organizations are 

beginning to do just that.

Third, although a process based on disreputable sources 

cannot in the end be ethical itself, not every external 

source is disreputable. Obviously sources will vary in 

terms of reliability. In this limited sense, it is more ethical 

to rely on information provided by the candidate than it is 

on information provided by others. True, it is possible for 

people that dislike the candidate to provide correct, even 

if unflattering, information about a candidate. If an orga-

nization were to verify such claims then it would probably 

be ethical to rely on such corroborated information as 

well. However, organizations that engage in such practic-

es, let alone have such policies, are few and far between.

There is space here to raise one more ethical consideration 

which, is perhaps the most basic one, and was alluded to 

above. An organization must ask itself if its existing hiring 

process that does not rely on online information is broken. 

If it works well and selects candidates that go on to be-

come successful, productive employees, then why would it 

change current practices and, from an ethical perspective, 

there must very strong reasons for incorporating addi-

tional online information. Only if the existing process is 

broken will an organization look into revising the process, 

including perhaps, but not obviously, online information.

Recommendations and Conclusion

In the not too distant future every candidate may have 

an online digital record of his activities, hobbies, friends, 

political positions and basically, his life. If this informa-

tion is provided to organizations, they will for the first 

time, have easy access to information about candidates 

that they have not traditionally collected. The boundaries 

between work and private life will blur to an extent that 

individuals will no longer be able to separate these parts 

of their life. To navigate this new terrain ethically organi-

zations should consider the following recommendations:

•	 Develop an understanding of online social media 

and their role in the culture and communication 

behaviour of their candidates.

•	 Formulate, disclose to candidates, and enforce 

internally clear, transparent rules and guidelines 

about the use of social media for hiring purposes. 

Some examples:

-	I f you look at online information – say so

-	L ist your sources and let the candidate know 

in advance

-	I gnore third parties with agendas that you do 

not share.

•	 Resist the temptation to seek unnecessary online 

information, and if such information is obtained, 

or unsolicited information is received, refrain 

from using it.

Hopefully, the suggestions and discussion above may lead 

to more ethical behaviour that future candidates will no 

doubt appreciate.
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2	 http://www.spokeo.com 

3	F or more on this see Levin, A., Sanchez Abril, P., “Two Notions of Privacy Online” Vanderbilt Journal of Entertainment 

and Technology Law 11 (4) 1001-1051 (2009).

4	T he legal aspects of this issue are beyond the scope of this article.

avner levin, SJD 

chair, law & business department,  

ted rogers school of management, 

ryerson university



Why is privacy important to business?

Perceived inattention to privacy issues in today’s infor-

mation economy presents regulatory risk, litigation risk 

and reputational risk. First, privacy regimes in many 

jurisdictions are being brought up to date with com-

munications technology. Many of these new laws carry 

significant penalties for breaches. No organization wants 

to be the subject of an investigation by a privacy commis-

sioner because privacy breaches and investigations often 

become very public affairs. Privacy breaches can also 

lead to expensive and very public class action law suits by 

individuals who feel that their personal information has 

been misused or carelessly handled. Practically speaking, 

people do not normally or knowingly do business with 

or give their personal information to a business they do 

not trust. As a result, a business with a comprehensive 

approach to privacy can gain a significant competitive 

advantage through enhanced customer loyalty and reten-

tion, and improved quality of data. 

Why should my business have an up-to-date 

privacy policy?

In order to demonstrate a culture of privacy that  

permeates all aspects of the business, a clear and com-

prehensive privacy policy is essential. Key features of a 

privacy policy are to:

•	 Identify the entities covered by the policy;

•	 Identify the type of personal information that may 

be collected;

•	 Identify the purposes for which personal informa-

tion is collected, used and disclosed.

•	 Identify the types of persons with whom the  

organization may share personal information,  

such as service providers, sub-contractors, law 

enforcement, etc.

•	 Provide information on how an individual may re-

quest access to his or her personal information; and

•	 Provide contact information for the privacy officer.

Privacy policies should be clear and readily under-

stood by a business’ customers, partner organizations 

and its own employees. The Privacy Commissioner of 

Canada recently found that Google breached the  

Personal Information Protection and Electronic Documents Act 

(PIPEDA) when vehicles collecting data for Google’s Street 

View software collected payload data from unencrypted 

WiFi networks. Google had a privacy policy in place 

which required counsel to review all codes and products 

to determine if privacy issues were raised. However, an en-

gineer for Street View made this determination unilater-

ally without reference to counsel resulting in the breach. 

When should an organization consider a 

privacy audit?

A privacy audit should be the starting point for any 

organization looking to implement a comprehensive ap-

proach to privacy. A privacy audit will identify gaps in an 

organization’s privacy policies opposite the relevant legal 

requirements, recommend measures for filling those 

gaps, and even provide training on privacy for employees 

and management. A privacy audit should answer the fol-

lowing questions about personal information used within 

an organization:

•	 What personal information is collected?

•	 Who is it collected from?

•	 How does it enter the organization?

•	 For what purposes is it used?

•	 For what purposes is it disclosed outside the 

organization and to whom?

•	 Where is it stored and how is it secured?

•	 What are the relevant documents within the 

organization?

•	 How well is the privacy policy known and applied 

within the organization?

Privacy Law:  
Questions and Answers
by christine lonsdale 

partner, McCarthy TÉtrault LLP
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These are essential questions that every organization 

should consider in today’s business environment. These 

are also questions to which every organization should, 

in turn, demand answers, when entering into informa-

tion outsourcing contracts with third parties. Being able 

to demonstrate that your organization has considered 

and answered these questions in a systematic fashion 

can be a major advantage when seeking to enter into 

contracts which involve sharing personal information 

with other enterprises. 

What legislative changes are on  

the horizon?

New Law In May 2010, Alberta amended the Personal 

Information Protection Act (PIPA). The amendments set out 

new reporting requirements when a security breach 

poses a real risk of significant harm to an individual and 

allow for sanctions of up to $10,000 for individuals and 

$100,000 for corporations for failure to give notice. The 

PIPA amendments also provide individuals who have suf-

fered harm resulting from a breach with a statutory cause 

of action against a person convicted under the Act. 

Proposed Law Bill C-29, which would amend PIPEDA, 

underwent its first reading in federal parliament in May 

2010. At the time of writing, these amendments have not 

been passed. The most significant amendments are to the 

notification requirements under the Act, which would 

require organizations to report to the Privacy Commis-

sioner any “material” security breaches. The amendments 

do not impose sanctions on organizations found to be in 

contravention of the Act, but they do allow the Privacy 

Commissioner to conduct investigations and audits of 

an organization’s information handling practices and to 

respond to complaints. 

Proposed Law In May 2010, the federal government 

re-introduced the Fighting Internet and Wireless Spam Act 

(FISA). If passed, FISA would prohibit unsolicited com-

mercial communication by electronic means, starting 

from the assumption that all electronic messages are 

unwanted spam and requiring either express or implied 

consent from the recipient. FISA would also prohibit 

unauthorized installation of commercial software, such 

as spyware, and unauthorized compiling or supplying 

of electronic addresses. In terms of enforcement, FISA 

provides for extended liability and allows for sharing of 

evidence with international partners to pursue spammers 

operating out of foreign jurisdictions.

What is my litigation risk?

A class action lawsuit has recently been initiated against 

Facebook in Manitoba. The lawsuit alleges that Facebook 

changed its privacy policies without proper notice, allow-

ing previously protected personal information, such as 

pictures, photos, and user names, to enter the public do-

main without user consent. The lawsuit also alleges that 

Facebook improperly shared user information with third 

party advertisers and developers, such as Zynga. Facebook 

and Zynga, which run popular games like Farmville, have 

also been the targets of class actions in California over 

similar allegations. The Manitoba lawsuit has not been 

certified yet, but it illustrates two things. Litigation in the 

U.S. is often a bellweather for what will occur in Canada. 

Second, although privacy breaches can initially appear to 

have only minor risks, the institution of a class action can 

be a very newsworthy and costly event. 
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“In order to demonstrate a 
culture of privacy that  
permeates all aspects of the 
business, a clear and  
comprehensive privacy policy 
is essential.”

New EthicsCentre  
Members

BDC is Canada’s business development bank. From more  

than 100 business centres across Canada, it promotes  

entrepreneurship by providing highly tailored financing, 

venture capital and consulting services to entrepreneurs.

Investors Group has been helping Canadians  achieve 

their financial goals for over 80 years. With a heritage of 

grassroots involvement, corporate funding, and project 

initiation, the company has created a strong culture of 

caring for communities. Investors attracts people who 

are both ambitious and care about those they serve. This 

translates into a deep interest in community needs and a 

sustainable focus on corporate citizenship.



12	 Management Ethics	 Fall/Winter 2010

Business Ethics Scholarship
Gail Henderson, a doctoral student in law at the University of Toronto, has been awarded the 2010 Ethics Centre gradu-

ate scholarship ($5000) in business ethics. Her project considers whether boards of directors of Canadian companies have 

a fiduciary duty to future generations to consider environmental impacts from operations. The project is timely in light 

of the reliance of the Canadian economy on resource extraction, and the Deep Horizon blowout in the Gulf of Mexico. 

Eighteen applications for the scholarship were received from across the country. Details of the 2011 scholarship will be 

posted on the Centre's website in early 2011.

Calendar of events  

Luncheon Event

January 12, 2011 - Dr. Hentie Dirker  

Regional Compliance Officer, Siemens 

Canada Limited, The Siemens Story

Luncheon Event

March 9, 2011 - Ellen Roseman 

Reporter, Toronto Star 
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